Privacy Impact Assessment - 2008 /VistA 2008

PRIVACY IMPACT ASSESSMENT 2008 - Southern Nevada Healthcare System (Las Vegas)

INTRODUCTION:

Congress passed the E-Government Act of 2002 to encourage the use of Web-based Internet
applications or other information technology by Government agencies, with the intention of
enhancing access fo government information and services and increasing the effectiveness,
efficiency, and guality of government operations.

To combat public concerns regarding the disclosure of private information, the E-Government Act
mandated various measures, including the requirement that Federal agencies conduct a Privacy
Impact Assessment (PIA) for projects with information technology systems that collect, maintain,
and/or disseminate “personally identifiable information” of the public. Personally identifiable
information, or “personal information,” is information that may be used to identify a specific
person. Appendix A, “Applicable Legal and Regulatory Requirements” summarizes the
applicable legal and regulatory requirements that are addressed by the PIA process.

Update regarding PIV projects: Federal Information Processing Standards Publication (FIPS
PUB) 201 Personal Identity Verification (PIV) of Federal Employees and Contractors and
subsequent OMB guidance explicitly require PIAs for PIV projects collecting any personal data,
not just of the public.

Primary Privacy Impact Assessment objectives include:
o Ensure and prorote the trust and confidence of Veterans and the general public.

o Ensure compliance with the eGov Act and other applicable privacy laws, regulations and
policies, including the PIV regulations.

o ldentify the risks and adverse effects of collecting, maintaining and disseminating personal
information in efectronic information systems.

o Evaluate and develop protections and alternative processes for handling information to mifigate
potential privacy risks.

Additional important objectives include.
o Provide a mechanism for ensuring responsibility and accountability for privacy issues.

o Provide documented assurance that privacy, security and other vital data stewardship
considerations are integrated into information technology systems, starting with the initial outfining
of a project’s objectives and data usage requirements and continuing through design, operation,
maintenance and disposal.

o Fnsure that decision-makers are provided the information required to make informed system
design or procurement decisions, based on an understanding of privacy risk, and of options
available for mitigating that risk.

o Greatly reduce the risk of needing to interrupt a program or service because privacy and other
vital data stewardship considerations were not adequalely addressed before the program or
service was implemented.

o Promote awareness and understanding of privacy issues.

o Provide valuable documentation on the flow of personal information, and related privacy
considerations and design decisions.

Completion of this PIA Form:




o Part | (Sections 1 and 2) of this form must be completed for all projects. Part | documents basic
project information and establish whether a full PIA is required.

o This entire PIA Form (Parts | and ll) must be completed/updated every year for all projects with
information technology (IT) systems that collect, maintain, and/or disseminate “personally
identifiable information” information that may be used to identify a specific person of the public,
OR is a PIV project.

Impartant Note: While this form provides detailed instructions for completing a Privacy Impact
Assessment for your project, support documents that provide additional guidance are available on
the OCIS Portal (VA network access required).

| Part I. Project Identification and Determination of PIA Requirement

[1. PROJECT IDENTIFICATION:

1.1) Project Basic Information:

1.1.a) Praject or Application Narme:
VistA 2008

1.1.b) OMB Unique Project Identifier:
029-00-01-11-01- 1180 00

1.1.¢) Concise Pro_;ect Descrfpnon

Provide a concise description of the pro;ect Your response will be automatfcaﬂy fimited to
approximately 200 words, and should provide a basic understanding of the project, and its most
essential elements. (If applicable, use of personal data is to be described in Section 3.)

The VistA system is the software platform and hardware infrastructure (assodated with dinical
operations) on which the Southern Nevada Healthcare System facilities operate their software
applications. It includes the computer equipment associated with clinical operations and the
employees (approximately 1200 FTE) necessary to operate the system. VistA is a client-server
system, It links the facility computer network to over 100 applications and databases VistA
provides critical data that supports the delivery of healthcare to veterans and their
dependants. Using the computer, the VA health care provider can access VistA-Legacy
applications and meet a wide range of heaith care data needs. The VistA system cperates in
medical center, ambulatory and community-based clinics. The VistA system is in the mature
phase of the capital investment lifecycle.

1.1.d} Additional Pro_,rec:t Informatron (Optional)

The project description prowded above should be a concise, stand—alone description of the
project. Use this section to provide any important, supporting details.

None

| 1.2) Contact Information:

1.2.a) Person -compléting this doc;u_ment: Wayne A. Matth&s' |




Title; VistA Systems Manager

Organization: Southern Nevada Healthcare System, Las Vegas, NV, VHA

Telephone Number: 702-653-2217

Email Address: Wayne.Matthes@va.gov

1.2.b) Project Manager:

Title: Jui-an Hsu, FICO O1&T Las Vegas

Organization: OI&T

Telephone Number: 702-636-3056

Email Address: Jui-an.Hsu@va.gov

1.2.c) Staff Contact Person:

Title: Joseph Clar, ISO

Organization: Southern Nevada Healthcare System

Telephone Number: 702-636-3000 x4500

Email Address: Joseph.Clar@va.gov

ADDITIONAL INFORMATION: If appropriate, provide expianation for limited answers, such as
the development stage of project.

Fully mature system

SECTION INCQMPLETE

X SECTION COMPLETED

1 hiave completed and rewewed my responses in this section,

*x | NOTE: | If you are- resubmlttmg your updat@, first select "NO Value" from the' dropdown and submtt and
then select "Yes™. and submit agair.. .

'Section U_pdate Date

Section 1 Review:

PRIVACY SERVICE SECTION REVIEW AND APPROVAL

{The Privacy Service haé not reﬁe{ved:this section.

The Privacy S_Ervit:é has revieWed Ehis_ section. Please make't'rié modifications described below.




X The Privacy Service has reviewed and approved the reshonses in this section. .

** | NOTE: | If you are ré.ubmitting your REVIEW or.if you already havé ariY_ES," then first select- "NO Value" and
submit : ’

and then select "Yes" and submit again. .

Section Review Date

PRIVACY SERVICE COMMENTS: {inciude reviewers Name and Contact)

2. DETERMINATION OF PIA REQUIREMENTS:

A privacy impact assessment (PIA) is required for all VA projects with IT systems that collect,
maintain, and/or disseminate personally identifiable information (Pl) of the public, not including
information of Federal employees and others performing work for VA (such as confractors,
interns, volunteers, etc.), unless it is a PIV prgject. All PIV projects collecting any Pl must
complete a PIA. Plf is any representation of information that perrits the identity of an individual
to be reasonably inferred by either direct or indirect means. Direct references include: name,
address, social security number, telephone number, email address, financial information, or other
identifving number or code. Indirect references are any information by which an agency intends
to identify specific individuals in conjunction with other data elements. Examples of indirect
references include a combination of gender, race, birth date, geographic indicafor and other
descriptors.

2.a) Will the project collect and/or maintain personally identifiable information in IT systems?

Yes

2. b) Is this a PIV project collecting P, including from Federal employees, contractors, and others
performing work for VA?

No

2.c)Has a previousl PIA been completed within the last three years?
No
2.d) Has any changes been made o the system since last PIA?

No

ADDITIONAL INFORMATION: (Provide any necessary clarifying information or additional
explanation for this section.)

None




SECTION INCOMPLETE

X SEC‘I"ION COMPLETED

I have compieted and revlewed my r&sponses in th!s Sectlon

** NOTE': If you are resubmitting your updates, t‘ rst select "NO Value” from the dropdown and submit and
then sefect "Yes” and submit again.

Section Update Date

Section 2 Review:

PRIVACY SERVICE SECTION REVIEW AND APPROVAL

The anacy Sennce has not rewewed this section.

The anacy Sennce has reviewed this section. Please make the modificatiﬁns described below.

X ‘The Privacy Service. has rewewed and approved the responss in this section,

=+ | NOTE: |If you are resubmnttmg your REVIEW or if you already have an YES then first select "NO Value" and
subm1t

| and then select *Yes" and submit again.

Se'ctioﬁ Reﬂew Date '

PRIVACY SERVICE COMMENTS: (inciude reviewers Name and Contact)

| Part IT. Privacy Impact Assessment

3. PROJECT DESCRIPTION;

The purpose of NIST SP 800-60 is to address recommending the types of information and
information systems to be included in each category of potential securily impact. Using NIST
SPB800-60, enter the information requested to describe the project.

3.a) Provide a concise description of why personal information is maintained for this project, such
as determining eligibility for benefits or providing patient care.

All information is necessary in order to provide congressionally mandated health care for
Veterans.

3.b) What specific legal authorities authorize this project, and the associated collection, use,
and/or retention of personal information?

| Title 38, United States Code, section 7301(a). |

3.¢) Identify, by selecting the appropriate range from the hst below, the approximate number of
individuals that (will) have their personal information stored in project systems.

100,000 — 300,000
3.d) Identify what stage the project/system is in: (1) Design/Planning, (2) Development/impi-




ementation, (3) Operation/Maintenance, (4) Disposal, or (5) Mixed Stages.
(3) Operational/Maintenance.

3.e) Identify either the approximate date ( MM/YYYY) the project/system will be operational (if in
the design or development stage), or the approximate number of years that the project/system
has been in operation.

11 years

ADDITIONAL INFORMATION: (Provide any necessary clarifying information or additional
explanation for this section.)

None

SECTION INCOMPLETE

X SECTION COMPLETED

I have compieted and revi'ewed my responses in this section;

+% | NOTE: | If you are resubmitting your updates, first select *NO Value" from the dropdown and hit submit and
ther select "Yes™ and hit subrnit. . i

Section Update Date

Section 3 Review!

PRIVACY SERVICE SECTION REVIEW AND APPROVAL

The Privacy Service has not reviewed this section.

The Privaty Service Has reviewed this section. Please make the modi'ﬁcations described below.

X The Privacy Service has reviewed and .app_fovéd the responses in this _s'ecfion. .

*% | NOTE: | If yo'u aré reéubmitti’ng your REVIEW orif you already have an YES, then first select “NO Value" and
submit : '

and then select "Yes™ and submit again.

Section Review Date

PRIVACY SERVICE COMMENTS: (Include reviewers Name and Contact)

4. SYSTEM OF RECORDS:

The Privacy Act of 1974 (Section 552a of Titfe 5 of the United States Code) and VA policy provide
privacy protections for employee or customer information that VA or its suppliers maintain in a
System of Records (SOR). A SOR is a file or application from which personal information is
retrieved by an identifier (e.q. name, unique number or symbaol). Data maintained in a SOR must
be managed in accordance with the requirements of the Privacy Act and the specific provisions of
the applicable SOR Notice. Each SOR Nolice is to be published in the Federal Register. See VA
Handbook 6300.5 “Procedures for Establishing & Managing Privacy Act Systems Of Records”, for




additional information regarding Systems of Records.

4.a) Will the project or application retrieve personal information on the basis of name, unique
number, symbol, or other identifier assigned to the individual?

lf “No” then skip to sect:on 5 'Data Coﬂect:on

Yes

4.b) Are the project and/or system data malintalned under one or more approved System(s) of
Records?

IFV “No” then SKIP to g_ygs_t._t’on 4.;-:_ - _

Yes

4.b.1) For each applicable System of Records, list:
(1) The Systermn of Records identifier (number),
79VA19

(2) The name of the System of Records, and
VistA-VA

(3) Provide the location whiere the specific applicable System of Records Notice(s) may be
accessed (inciude the URL).

| http://vaww.vhaco.va.gov/privacy/SystemofRecords.htm |

IMPORTANT For each applicable System of Records Notice that is not access:bie viaa
URL: (1) Provide a concise explanation of why the System of Records Notice is not
accessible via a URL in the “Additional Information” field at the end of this section, and (2)
Send a copy of the System of Records Nofice(s} to the Privacy Service.

4.b.2) Have you read and will the appl.rcatmn comp!y wath all data management pracﬂces in the
System of Records Notice(s)?

Yes

4.b.3) Was the System(s) of Records created specifically for this project, or created for another
project or system?

Created specifically for this project
If created for another project or system, briefly identify the other project or system.
N/A

4.b.4) Does the System of Records Notice require modification?

If “No” then skip to sectmn 5, 'Data Collection”.

Madification of the System of Records is NOT Requlred
4.b.5) Describe the required modifications.
N/A

4.c) If the project and/or systerm data are rot maintained under one or more approved System(s)
of Records, select one of the following and provide a concise explanation.

N/A
Explanation:
N/A




ADDITIONAL INFORMATION: (Provide any necessary clarifying information or additional
explanation for this section.)

None

SECTION INCOMPLETE

x  SECTION COMPLETED -

I have comipleted and.reviewed iy responses in this section.

** | NOTE: | If you are resubmitting your updates, first select "NO Value® from the dropdown and submit and
then sefect "Yes" and submit again. :

Section Update date

Section 4 Review:

PRIVACY SERVICE SECTION REVIEW AND APPROVAL

The Privacy Service has not reviewed this section.

| The Privacy Servicé has reviewed this section. Please make thie modifications described helow.

X The Privacy Service has reviéWed and épﬁfered thé respdnée_s in this section.

** | NOTE: | If you are rés_(zbmlttihg your REVIEW ot if you already have an Y'ES, then first select "NO Value” and
submit '

and then select "Yes™ and submit again.

Section Review Date

PRIVACY SERVICE COMMENTS: (include reviewers Name and Contacl)

| 5. DATA COLLECTION:

5.1 Data Types and Data Uses

FIPS 199 establishes security categories for both inforration and information systems. The
security categories are based on the potential impact on an organization should certain events
occur which jeopardize the information and information systems needed by the organization to
accomplish its assigned mission, protect its assels, fulfill its legal responsibilities, maintain its day-
to-day functions, and protect individuals. Security categories are to be used in conjunction with
vuinerability and threat information in assessing the risk to an organization. Ideniify the types of
personal information collected and the intended use(s) of that data:

a) Select all applicable data types below. If the provided data types do not adequately describe a




specific data collection, select the "Other Personal Information” field and provide a description of
the information.

b) For each selected data type, concisely describe how that data wilf be used.

Important Note: Please be specific. If different data types or data groups will be used for
different purposes or multiple purposes, specify. For example: "Name and address information
will be used to communicate with individuals about their benefits, while Name, Service, and
Dependent’s information will be used to determine which benefits individuals will be eligible fo
receive. Email address will be used to inform individuals about new services as they become
avaifable."

Yes | Veteran’s or Primary Subject’s Personal Contact Information (name, address, telephone, etc.)

Specifically identify the personal information collected, and describe the intended use of the
information.

The most common data types that are captured and accessed on a regular basis by authorized
individuals are first and last name, middle initial, DOB, SSN, and address. This patient
information falls into two classes: administrative and clinical. Clinical information is used to
diagnose, prescribe treatment and follow clinically the patient through his/her health care
encounters. Administrative data is used to identify the veteran (SSN), correspond to/from
(name and address), and determine eligibility (patient administrative info + SSA and IRS
data).

No | Other Personal Information of the Veteran or Primary Subject

Specifically identify the personal information collected, and describe the intended use of the
information.

None.

NC | Dependent Information

Specifically identify the personal information collected, and describe the intended use of the
information. :

None

Yes | Service Information




Specifically identify the personal information collected, and describe the intended use of the
information.

Military Service Information {Branch of service, discharge date, discharge type, service
connection rating, medical conditions related to military service, etc). This information is
collected to assess eligibility for VA healthcare benefits, type of healthcare needed.

Yes |Medical Information

Specifically identify the personal information collected, and describe the intended use of the
information.

VistA applications and meet a wide range of health care data needs. The VistA system
operates in the medical center, ambulatory and community-based clinics, and thus collects a
wide range of personal medical information for clinical diagnosis, treatment, patient evaluation,
and patient care. Common types of personal medical information would include lab test
results, prescriptions, allergies, medical diagnoses, vital signs, etc. The information is used to
treat and care for the veteran patient. Clinical information from VA and DoD is used in the
diagnosis and treatment of the veteran.

No |Criminal Record Information

Specifically identify the personal information collected, and describe the intended use of the
information.

N/A

Yes |Guardian Information

Specifically identify the personal information collected, and describe the intended use of the
information.

Next of kin, DNR instructions, health care proxy designation. This information is used in the
notification process and as required for medical decisions,

No [|Education Information

Specifically identify the personal information collected, and describe the infended use of the
information.

N/A




Yes | Rehabilitation Information ‘

Specifically identify the personal information collected, and describe the intended use of the
information.

Treatment notes, progress notes, clinical assessments, clinical diagnesis information is
collected. Used in follow-up treatment and as part of the medical history.

Yes |Other Personal Information (specify):

The "Other Personal Information" field is infended to allow identification of collected personal
information that does not fit the provided categories. If personal information is collected that does
not fit one of the provided categories, specifically identify this information and describe the
infended use of the information.

Next-of-kin information and emergency contact information, such as name and telephone
number, is collected from the veteran to use to contact other individuals in case of an
emergency. In addition insurance and employment information is available on the veteran for
use in billing for care.

ADDITIONAL INFORMATION: (Provide any necessary clarifying information or additional
explanation for this section.)

None

SECTION INCOMPLETE

X SECTION COMPLETED

I have completed and reviewéd my rapdnses in this section.

*x | NOTE: | If you are resubmittlng yuur updates first select “NO Value from the dropdown and submit and
then select ”Yes“ and submit agann

Section Update Date

Section 5.1 Review:

PRIVACY SERVICE SECTION REVIEW AND APPROVAL

| vhe Privacy Service has not reviewed this section.




The Privacy Service has reviewed this section. Please make the modifications described below.

X The Privacy Service has reviewed and approved the responses in this section.

% | NOTE: | If you are resubmitting your REVIEW or if you already have ari YES, then first select "NO Value" and
submit : : '

and then select."Yes" and. submit again.

Section Review Date

PRIVACY SERVICE COMMENTS: (inciude reviewers Name and Contact}

5.2 Data Sources

Identify the source(s) of the collected information.
a) Select all applicable data source categories provided below.
b) For each category selected:

i) Specifically identify the source(s) - identify each specific organization, agency or other entity
that is a source of personal information. ii} Provide a concise description of why information is
collected from that source(s). iii) Provide any required additional clarifying information.

Your responses should clearly identify each source of personal information, and explain why
information is obtained from each identified source. (Important Note: This section addresses
sources of personal information; Section 6.1, “User Access and Data Sharing” addresses sharing
of collected personal information.)

Note: PIV projects should use the "Other Source(s)" data source.

Yas | Veteran Source

Provide a concise description of why information is collected from Veterans. Provide any
required additional, clarifying information.

Data used to identify the veteran, determine eligibility for care, schedule treatment and
manage the provided care

No |Public Source(s)

i} Specifically identify the Public Source(s) - identify the specific organization(s) or other entity(ies)
that supply personal irformation. i) Provide a concise description of why information is collected
from each identified source. ifi) Provide any required additional, clarifying information.




Yes |VA Files and Databases |

i) Specifically identify each VA File and/or Database that is a source of personal information. ii)
Provide a concise description of why information is collected from each identified source. iii)
Provide any required additional, clarifying information.

For VistA, Patient Treatment File is used to store and make inquiries of personally identifiable
information about the veteran, previous dinical records, clinical information, drug information
as needed to provide treatment and reimbursement.

Yes |Other Federal Agency Source(s)

i) Specifically identify each Federal Agency that is a source of personal information. i} Provide a
concise description of why information is collected from each identified source. iii) Provide any
required additional, clarifying information.

IRS,S5A, DoD data used for income verification to determine if third party collection is
possible. Also used in determining eligibiiity for care.

No |State Agency Source(s)

i) Specifically identify each State Agency that is a source of personal information. ii) Provide a
concise description of why information is collected from each identified source. iii) Provide any
required additional, clarifying information.

No |Local Agency Source(s)

i) Specifically identify each Local Agency (Government agency other than a Federal or State
agency) that is a source of personal information. ii) Provide a concise description of why
information is collected from each identified source. iii) Provide any required additional, clarifying
information.

None.

No | Other Source(s) ) |

i} If the provided Data Source categories do not adequately describe a source of personal
information, specifically identify and describe each additional source of personal information. ii)




For each identified data source, provide a concise description of why information is collected from
that source. iii) Provide any required additional, clarifying information.

None.

ADDITIONAL INFORMATION: (Provide any necessary clarifying informafion or additional
explanation for this section.)

None.

SECTION INCOMPLETE

X SECTION COMPLETED -

I have oornpleted and reviewed my responses In this section.

+* | NOTE: If you are resubmitting your updates, first select "NO Valug" from the dropdown and submtt and
then select “Yes and submlt agam

Section Update Date

Section 5.2 Review:

PRIVACY SERVICE SECTION REVIEW AND APPROVAL

The anacy Service has not rewewed this section.

The Privacy Ser\nce has rewewed this section. Please make the modnﬂcahnns described below.

be The Privacy Service has rewewecl and approved the responses in this section.

** | NOTE: | If you are r%ubmlttmg your REVIEW or if you already have an YES, then first select "NO Value” and
submlt

and t_hen Sel'éct "Yes" and su"bmit again.

Section Review Date-

PRIVACY SERVICE COMMENTS: (include reviewers Name and Contact)

5.3 Collection Methods

Identify and describe how personal inforration is collected:

a) Select all applicable collection methods below. If the provided collection methods do not
adequately deseribe a specific data collection, select the "Other Collection Method” field and
provide a description of the collection method. b) For each collection method selected, briefly
describe the collection method, and provide additional information as indicated.




Yeos |Web Information collected on Web Forms and sent electronically over the Internet to project
Forms: systems.

Identify the URL(s) of each Web site(s) from which information will be submitted, and the URL(s)
of the associated privacy statement. (Note: This question only applies fo Web forms that are
submitted online. Forms that are accessed online, printed and then mailed or faxed are
considered “Paper Forms.")

The web form is located at https:\\www.1010EZ.med.va.gov/sec/vah/1010EZ. This site from
which this form is accessed (http:www.va.gov/) references the VA Privacy and Security site
(http://www.va.gov/privacy/), as well as the VA Disclaimer site

(http://www .va.gov/disclaim.htm) and the VA FOIA site

(http://vaww .va.gov/OIT/CIO/FOIA/default.asp)

Yes |Paper Information collected on Paper Forms and submitted personally, submitted via Postal Mail
Forms: and/or submitted via Fax Machine.

Identify and/or describe the paper forms by which data is collected. If applicabla, identify
standard VA forms by form number.

VA Form 1010EZ

No | Etectronic File Information stored on one computer/system (not entered via a Web Form) and
Transfer: transferred electronically to project IT systems.

Describe the Electronic File Transfers used to collect information into project systems. (Note:
This section addresses only data colflection — how information stored in project systems is

acquired. Sharing of information stored in project systems and data backups are addressed in
subsequent sections.)

N/A

Transfer Device: | transferred to project IT systems via an object or device that is used to store data,
such as a CD-ROM, floppy disk or tape.

No |Computer Information that is entered and/or stored on one computer/ system and then |

Describe the type of computer transfer device, and the process used to collect information.
N/A

Yes Telephone Contact: Information is collected via telephone.

Number dialed to or from, Start and Stop time, Call type is coilected.




Describe the process through which information is collected via telephone contacts.

| Veterans answer questions posed over phone to collect Form 1010EZ data. |

No | Other Collection Method: | Information is coltected through a method other that those listed above.

If the provided collection method categories do not adequately describe a specific data coflection,
select the “Other Collection Method” field and specifically identify and describe the process used
to collect information.

N/A

ADDITIONAL INFORMATION: (Provide any necessary clarifying information or additional
explanafion for this section.)

None

SECTION INCOMPLETE

x | SECTION COMPLETED

I have completed and'r'eviewed my responses in this section,

** . NOTE: | If you are. rmubmittmg your updates ﬁrst select "NO Vaiue“ from the dropdown and submit and
then select "Yes" and submit aga:n

| Section Update Date

Section 5.3 Review:

PRIVACY SERVICE SECTION REVIEW AND APPROVAL

1 The Prwacy Service has not rewewed this section

The Privacy Service has réviewed this section Pi'ease make the modif cations described below.

X The anacy Semce has re\newed and ‘approved the responses in this section,

** | NOTE: | If you are resubmitting your REVIEW or. |f you already have an YES, then first select "NO Value" and
submit ’

and then select-:" as! and submit _again_.-

Section Review Date

PRIVACY SERVICE COMMENTS: {Include reviewers Name and Contact)




5.4 Notice

The Privacy Acl of 1974 and VA policy requires that certain disclosures be made to dafa subjects
when inforrnation in identifiable form is collected from them. The following questions are directed
at notice to the individual of the scope of information collected, the right to consent lo uses of said
information, and the right to decline to provide information.

5.4.a) Is personally identifiable information collected directly from individual members of the
public and maintained in the project’s IT systems?

Yes

Note 1If you have selected NO above then SKIP: ta Sectmn 5 5 'Consent' ‘

5 4. b) Is the data collection mandaro:y or vo!untary'?

Mandatory

5.4.¢c) How are the individuals involved in the information colfection notified of the Privacy Policy
and whether provision of the information is mandatory or voluntary?

VA Form 1010EZ; VA Notice of Privacy Policies
5.4.d) Is the data collection new or ongoing?
Ongoing

5.4.e.1) If personally identifiable information is collected online, is a privacy notice provided that
includes the following elements? (Select all applicable boxes.)

No | Not applicable

Yes |Privacy notice is provided on each page of the_'_appiicat__lon.

Yes | A link to the VA Website #ﬁvacy- I?o'licy i's provided.

Yes | Proximity and Timing: the notice is provided at the time and point of data collection.

Yes | Purpose: nntme descnbes the prindpal purpose(s) for whlch the information will be used.

Yes | Authority: notice spec:f‘ ies the Iegal authonty that atlows the information to be collected.

Yes | Conditions: notice specaf‘es if prowding information is voluntary, and effects, if any, of not
providing it.

Yes | Disciosures: notice specifies routine use(s) that may be made of the infpmation.

5.4.e.2)If necesééry, pfdvide an explanation on privacy notices for youf project:

This issue is under review and links to all web sites in the future will include a link to the VA
Privacy Policy.

5.4.f) For each type of collection method used (identified in Section 5.3, “Collection Method”),
explain:

a) What the subjects will be told about the information callection. b) How this message will be
conveyed to them (e.g., written notice, electronic notice if a web-based collection, efc.). ¢) How a
privacy notice is provided.




Mﬁote: if Pll is transferred fromt other projects, explain d@ny agreements or understan;::;:;;
regarding notification of subjects.

Yeg | Web Forms: l

Explain:

a) What the subjects will be told about the information collection. b) How this message will be
conveyed to them (e.g., wrilten notice, electronic notice if a web-based collection, etc.). c) How a
privacy notice is provided.

Patients are allowed to download Form 1010 which contains privacy information concerning
each of the data fields they are required to enter.

Yes |Paper Forms:

Explain:

a) What the subjects will be told about the information colfection. b) How this message will be
conveyed to them (e.g., written notice, elecironic notice if a web-based collection, efc.). ¢) How a
privacy notice is provided.

Patients fill out required fields of information on Form 1010 and an explanation of privacy
policy is provided.

No |Electronic File Transfer:

For electronic transfers of information, where this system is receiving the information from
another system and is not callected from the primary information source, please explain what
agreements are in place that govern the responsibilities of the system collecting information from
the primary information source to nofify subjects regarding:

a) What they will be told about the information collection? b) How the message will be conveyed
(e.g. writfen notice, electronic notice if web-based collection, etc.)? c)How a privacy notice is
provided?

N/A

No | Computer Transfer Device:

For electronic transfers of information, where this system is receiving the infarmation from
another system and is not collected from the primary information source, please explain what
agreements are in place that govern the responsibilities of the system collecting information from
the primary information source to notify subjects regarding:

a) What they will be told about the information collection? b) How thé message will be conveyed
(e.g. written notice, electronic notice if web-based collection, efc.)? c¢)How a privacy notice is
provided?




N/A

Yes | Telephone: . |

Explain:

a) What the subjects will be told aboul the information coffection. b) How this message will be
conveyed to them (e.g., wrilten notice, electronic notice if a web-based collection, etc.). ¢} How a
privacy notice is provided.

Information is obtained over telephane interview and patients are provided with a consent
form to sign and return.

No |Other Method:

Explain:

a) What the subjects will be told about the information collection. b) How this message wiil be
conveyed to them (e.g., written notice, efectronic nolice if a web-based collection, etc.). ¢) How a
privacy notice is provided.

N/A

ADDITIONAL INFORMATION: (Provide any necessary clarifying information or additional
explanation for this section.)

None
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X SECTION COMPLETED

I have oomp!eted and reviewed my responses in this section
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submit
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Section Review Date
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5.5 Consent For Secondary Use of PII:

The Privacy Act and VA policy require that personally identifiable information only be used for the
purpose(s) for which it was collected, unless consent (opt-in) is granted. Individuals must be
provided an opportunity to provide consent for any secondary use of information, such as use of
collected information for marketing.

5.5.a} Will personally identifiable information be used for any secondary purpose?
No.
;Vote: If you have selected No above, then SKIP to qufes_tion 5.6, "Data Qua.'ity.w’“;

No
5.5.b) Describe and justify any secondary uses of personal information.

5.5.¢c) For each collection method identified in question 5.3, “Collection Method,” describe:

1) The opportunities individuals have fo decline to provide information, for instances where
providing information is volunfary. 2) The opportunities individuals have to grant consent for
particular uses of the information. 3) How individuals may grant consent.

Some examples of consent methods are: (1) Approved OMB consent forms and (2} VA Consent
Form (VA Form 1010EZ). Provide justification if no method of consent is provided.

Web Forms:

Describe:

1) The opportunities individuals have to decline to provide information, for instances where
providing information is voluntary. 2} The opportunities individuals have to grant consent for
particular uses of the information. 3} How individuals may grant consent.

Patient completes downloaded Form 1010EZ and consents to allow VA to use information as
defined on the form.

Paper Forms:

Describe:

1 ) The opportunities individuals have to declihé to provide informaﬁoh, for inétances where
providing information is voluntary. 2) The opportunities individuals have to grant consent for
particular uses of the information. 3) How individuals may grant consernt.




Patient completes Form 1010EZ and consents to allow VA to use information as defined on '
the form.

Electronic File Transfer: l

For electronic transfers of information, where this system is receiving the information from
another system and is nof collected from the primary information source, please explain what
agreements are in place that govern the responsibilities of the system colfecting information from
the primary information source to provide the following:

a) The opportunities individuals have to decline to provide information, for instances where
providing information is voluntary. b) The cpportunities individuals have to grant consent for
particular uses of the information. c) How individuals may grant consent.

There are Data Use Agreements (DUA) in place between the VA and DoD that govern the
exchange of information.

Computer Transfer Device:

For electronic lransfers of information, where this system is receiving the information from
another system and is not collected from the primary information source, please explain what
agreernents are in place that govern the responsibilities of the system collecting inforrmation from
the primary information source to provide the following:

a) The opportunities individuals have fo decline to provide informétion, for instances where
providing information is voluntary. b) The opportunities individuals have lo grant consent for
particular uses of the information. ¢} How individuals may grant consent.

Telephone Contact Media:

Describe:

1) The opportunities individuals have to decline to provide information, for instances where
providing information is voluntary. 2) The opportunities individuals have to grant consent for
particular uses of the information. 3) How individuals may grant consent.

A follow up Form 1010EZ is mailed to the patient containing explanation of use and
requesting patient provide signature for consent.

Other Media

Describe:

1) The opportunities individuals have to decline to provide information, for instances where
providing information is voluntary. 2) The opportunities individuals have to grant consent for
particular uses of the information. 3) How individuals may grant consent.

N/A




ADDITIONAL INFORMATION: (Provide any necessary clarifying information or additional
explanation for this section.)

None

SECTION INCOMPLETE

X SECTION COMPLETED
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5.6 Data Quality
5.6.a} Explain how collected data are limited to required elements:

| Data is collected electronically based on the automation of VA forms and clinical procedures. |
5.6.b) How is data checked for completeness?

| Data is reviewed by staff and compared to paper forms. |

5.6.c) What steps or procedures are taken to ensure the data a)"e current and not ouf of date?

| Clinical data is not removed. Administrative data is updated with each application for care. |
5.6.d) How is new data verified for relevance, authenticity and accuracy?

| New data is compared with pnnted form or via patient verification. |

ADDITIONAL INFORMATION: (Prowde any necessary clarifving information or additional




explanation for this section.)

None

SECTION INCOMPLETE
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** | NOTE: | If'you are resubmitting your REVIEW or if you already have an YES, then first select "NO Value" and
submit . : ' . .
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PRIVACY SERVICE COMMENTS: (include reviewers Name and Confact)

|6. Use and Disclosure

6.1 User Access and Data Sharing

Identify the individuals and organizations that have access to system data.

--> Individuals - Access granted to individuals should be fimited to the data needed to perform
their assigned duties. Individuals with access to personal information stored in project systern
must be identified, and documented assurance must be provided that appropriate policies and
procedures are in place to prevent as well as detect unauthorized access and browsing.

--> Other Agenicies — Any Federal, State or local agencies that have authorized access to
collected personal information must be identified, and documented assurance must be provided
that appropriate policies and procedures are in place to protect personal information.

—> Other Systems — Information systems of other programs or projects that interface with the
information system(s) of this project must be identified and the transferred data must be defined.




Also, the controls that are in place to ensure that only the defined data are transmitted must be
defined.

6.1.a) Identify all individuals and organizations that will have access to collected information.
Select all applicable items below.

Yes | System Users |

No |System Owner, Project Manager |

Yes |System Administrator |

Wayne A. Matthes, VistA System Manager

Yes |Contractor ' l

If contractors to VA have access lo the system, describe their role and the extent of access that is
granted to them. Also, identify the coniracl(s) that they operate under.

All VA contractors are required to take the privacy and security training and. have varied
degrees of access based on their background check and level of security, as is applicable to
the VA employees.

No {Intemal Sharing: Veteran Organization

if information is shared internally, with _other VA organizations identify the organization(s). For
each organization, identify the information that is shared and for what purpose.

N/A

No |Other Veteran Organization

If information is shared with a Veteran organization other than VA, identify the organization(s).
For each organization, identify the information that is shared and for what purpose,

N/A

No | Other Federal Government Agency

If information is shared with another Federal government agency(ies), identify the agency{ies).
For each arganization, identify the information that is shared and for what purpose.

N/A



No |State Government Agency

If information is shared with a State gbifefnfnenf' agency(iésr),r )’dentify the agency(ie.é). Fo}' each
organization, identify the information that is shared and for what purpose.

N/A

No |[Local Government Agency

If information is shared with a local government agency(ies), identify the agency(ies). For each
organization, identify the information that is shared and for what purpose.

N/A

Yes | Other Project/ System

If information is shared with other projects or s ystemns:

1) identify the other projects and/or systems, and briefly describe the data sharing. 2) For each
project and/or system with which information will be shared, identify the information that will be
shared with that project or system. 3) For each project and/or system with which information will
be shared, describe why information is shared. 4) For each project and/or system with which
information will be shared, describe who wilf be responsible for protecting the privacy rights of the
individuals whose data will be shared across this interface.

There is certain VHA VistA patient data that is shared with DoD through the
Federal/Bidirectional Health Information Exchange (FHIE/BHIE)} Program under DUAs that have
been in effect for over three years. In addition, certain clinical information is being shared with
CBC, also under an established DUA.

No | Other User(s)

If information is shared with persons or arganization(s) that are nof .descrr'bed by the categories
provided, use this field to identify and describe what other persons or organization(s) have access
to personal information stored on project systems. Also, briefly describe the data sharing.

N/A

6.1.a.1) Describe here who has access to personal information maintained in project’s IT
systems: '

| Clinical and administrative staff involved in the provision of care. |
6.1.b) How is access to the data determined?
On a need to know basis.

6.1.c) Are criteria, procedures, controls, and responsibilities regarding access documented? If
so, identify the documents.




| Yes - VHA1605.1 and VHA 1605.2 VA HANDBOOKS |

6. 1.d) Wil users have access fto all data on the project systems or will user access be restricted?
Explain.

User access will be restricted.

6.1.e) What confrols are in place to prevent the misuse (e.g. unauthorized browsing) of data by
those having access? (Please list processes and training materials that specifically relate to
unauthorized browsing)

Processes and training materials specifically related to preventing misuse, including violation of
unauthorized browsing are currently being developed and projected to be available next FY.

6. 1.f) Is personal information shared (is access provided to anyone other than the system users,
system owner, Project Manager, System Administrator)? (Yes/No)

No

Note: If you. have ;é:'écted No above, then SKIP to question 6.2, "Access fo Récords and
Requests for Corrections”.

orie by

6.1.g) !dehﬁfy the measures taken to protect fhé prii)acy rrghis of the individuals whose data wm'
be shared.

6.1.h) Identify who is responsible, once personal information leaves your project’s IT system(s),
for ensuring that the information is protected.

6.1.i) Describe how personal information that is shared is transmilted or disclosed.

6.1j) Is a Memorandum of Understanding (MOU), contract, or any other agreement in place with
all external organizations with whom information is shared, and does the agreement reflect the
scape of the information currently shared? If an MOU is not in place, is the sharing covered by a
routine use in the System of Records Notice? If not, explain the steps being taken to address this
omission.

6.1.k) How is the shared inforrﬁaﬁon secured by the recipient?

6.1.1) What type of training is required for users from agencies outsidé VA prior to receiving
access to the information?

ADDITIONAL INFORMATION: (Provide any necessary clarifying information or additional
explanation for this section.)

SECTION INCOMPLETE

x SECTION COMPLETED




I have oompleted and reviewed my responses in this section.
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6.2 Access to Records and Requests for Corrections

The Privacy Act and VA policy provide certain rights and mechanisms by which individuals may
request access to and amendment of information relating fo them that is retained in a System of
Records.

6.2.a) How can individuals view instructions for accessing or amending data related to them that
is maintained by VA? (Select all applicable options below.)

Yes

The application wilt provide a linik that Ieads to their _infol-mation.

No

The applmatlon will provide, via link or where data is collected, written instructions on how to
access[amend the:r information.

Yes

The applicatlon will provide a phone number of a ‘VA representative who will prowde
instructions. .

Yes

The application will us_e other method (’explai’n below).

No

‘The application is exempt from needing to provide access.

6.2.b) What are the procedures that allow individuals to gain access fo their own information?

Individuals may either visit the VAMC where they receive their care and begin the process or
may visit the Freedom of Information Act (FOIA) Website for VA at
http://www . va.gov/oit/co/foia/guide.asp#how or may go through VA Forms at




http://www.va.gov/vaforms/medical/pdf/vha-10-5345-fill.pdf . Further information regarding
the VA SOR is available at
http://www.va.gov/privacy/SystemsOfRecords/2001_Privacy_Act_GPO_SOR_compilation, pdf.

6.2.¢c) What are the procedures for correcting erroneous information?
Same as above

6.2.d) If no redress is provided, are altématives available?

N/A

6.2.e) Provide here any additional explanation; if exempt, explain why the application is exempt
from providing access and amendment,

The patient is mailed a notice describing the process.

ADDITIONAL INFORMATION: {Provide any necessary clarifying information or additional
explanation for this section.)

None
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|7 Retention and Disposal



By completing this section, you provide documented assurance that proper data retention and
disposal practices are in place.

The "Retention and disposal” section of the applicable System of Records Notice(s) offen
provides appropriate and sufficiently detailed docurmented data retention and disposal practices
specific to your project.

VA HBK 6300 1 Records Management Procedures explains the Records Control Schedule procedures,

System of Records Notices may ‘be accessed via:

http:// vaww.vhaco.va.gov// privaO//-SystemofRecords.htm

or

http://vaww.va. gov/fmajerr/enhancedjprwacy_act,fpnvacy_act htm!

For VHA projects, VHA Handbook 1907 1 (Section 6j) and VHA Records Control Schedule 10-1 provnde more
genetral guidance. . .

VHA Handbook 1907.1 may be acueé:sed‘ at'

http:/fwwwl.va. gov/vhapubllcatlonstIEWPubllcataon a5p7pub ID=434

For VBA projects, Records Control Schedule (RCS) VB-1 provides more general gu:dance VBA Records Control
Schedule (RCS) VB-1 may be accessed via the URL listed b_elcw

Start by looking at the httb:llwww.ﬁvanns.\iba.va.guvfzorcs.hﬁnl

7.a) What is the data retention period? Given the purpose of retaining the information, explain |
why the information is needed for the indicated period.

Clinical information is retained in accordance with VA Records Control Schedule 10-1.
Demographic information is updated as applications for care are submitted and retained in
accordance with VA Records Control Schedule 10-1.

7.b) What are the procedures for eliminating data at the end of the retention period?

Electronic Final Version of Patient Medical Record is destroyed/deleted 75 years after the last
episode of patient care as instructed in VA Records Control Schedule 10-1, Item XLIII, 2.b.
(Page 190). At the present time, VistA Imaging retains all images.

7.c) Where are procedures documented?
| VA Handbook 6300; Record Control Schedule 10-1 |
7.d) How are data retention procedures enforced?

VA Records Control Schedule 10-1 {page 8)

Records Management Responsibilities:

The Health Information Resources Service (HIRS) is responsible for developing policies and
procedures for effective and efficient records management throughout VHA. In addition,
HIRS acts as the liaison between VHA and National Archives and Records Administration
{NARA) on issues pertaining to records management practices and procedures.

Field records officers are responsible for records management activities at their facilities,




Program officials are responsible for creating, maintaining, protecting, and disposing of
records in their program area in accordance with NARA regulations and VA policy.

All VHA employees are responsible to ensure that records are created, maintained,
protected, and disposed of in accordance with NARA regulations and VA policies and
procedures.

7.e) If applicable, has the retention schedule been approved by the National Archives and
Records Administration (NARA)?

N/A

ADDITIONAL INFORMATION: (Provide any necessary clarifying information or additional
explanation for this section.)

None
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|8 SECURITY



OMB Guidance for Implementing the Privacy Provisions of the E-Government Act of 2002, (OMB
M-03-22) specifies that privacy impact assessments must address how collected information will
be secured.

8.1 General Security Measures

8.1.a) Per OMB guidance, citing requirements of the Federal Information Security Management
Act, address the following items (select all applicable boxes.):

Yes |The project is fol|0win§ I'T security requirements and procedures required by federal taw and policy to
ensure that information is appropriately secured.

N/A

Yes | The project has conducted a-risk: assessment; identified appropnate securuty controls to protect against
that risk, and mpiemented those contmls :

N/A .

Yes | Security momtonng, testing, and evaluating are mnducted ona regular bas:s o ensure that controls
continue to work properly, safeguarding the Information.

8.1.b) Describe the security monitoring, testing, and evaluating that is conducted on a reqular
basis:

| Certification and Accreditation is ongoing in conjunction with local security staff. |
8.1.c) Is adequate physical security in place to protect against unauthorized access?

Yes

8.2 Project-Specific Security Measures
8.2.a) Provide a specific description of how collected information will be secured.

» A concise description of how daia wyﬂ be protected agamst unauthonzed access, unauthorized
modification, and how the availability of the system will be protected.

= A concise description of the adminisirative controls (Securily Plans, Rules of Behavior,
Procedures for estabhshmg user accounts, elc.).

» A congise deseription of the techmca! controls (Access Controis, Intrus:on Detsction, etc.) that
will be in place to safeguard the information.

» Describe any types of controls that may be in place to ensure that information is used in
accordance with the above described uses. For example, are audit logs regularly reviewed fo
ensure appropriate use of information? Are strict disciplinary programs in place if an individual is
found to be inappropriately using the information?

Note: Administrative and technical safeguards must be specific fo the system covered by .
the PIA, rather than an overall description of how the VA’s network is secured. Does the
project/system have its own security controls, independent of the VA network? If so,
descnbe these controts

The Southern Nevada Healthcare System is following IT secunty requwements as descrlbed in
the FISMA. IT security is provided at the project and enterprise levels. IT security measures
included the use of passwords, user authentication, physical security controls and configuration




management. Enterprise level IT security includes firewalls for intrusion protection, virus
protection software, and the implementation of authentication systems. Risk assessments are
conducted. VistA last completed a FISMA survey in May 2008. The Office of Cyber and
Information Security (OCIS) provides regular guidance on IT security issues and interpretation of
rules and regulations set by legislation, policy or NIST guidelines. OCIS will serve as a point of
contact for additional questions or specifics on implementation of security measures.

8.2.b) Explain how the project meels IT securily requirements and procedures required by federal
law.

At the Department level the CIO's Office of Cyber & Information Security (OCIS) is responsible
for the establishment of directives, policies, & procedures which are consistent with the
provisions of Federal Information Security Management Act (FISMA) as well as guidance issued
by the Office of Management & Budget (OMB), the National Institute of Standards &
Techneology (NIST), & other requirements that VistA is and has been subject to. In addition,
QCIS administers and manages Department-wide security solutions, such as anti-virus
protection, authentication, vulnerability scanning & penetration testing, & intrusion detection
systems, and incident response (800-61). At the VistA project level -The Project Manager
ensures that CIO-provided security directives are integrated into the project’s security plan &
implemented by VA 8 contractor staff throughout the project Funding needs are dependent on
1T security requirements identified in the system development life cycle (800-64) (i.e. risk
assessments {800-30), certification and accreditation (800-37 and 800-53)), as well as
identified security weaknesses that must be corrected.

8.2.c) Explain what security risks were identified in the security risk assessment.
N/A

8.2.d) Explain what securily controls are being used to mitigate these risks.

N/A
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9. CHANGE RECORD

OMB Memorandum M-03-22, OMB Guidance for Implementing the Privacy Provisions of the E-
Government Act of 2002, mandates that PIAs address any project/ system changes that
potentially create new privacy risks. By completing this section, you provide documented
assurance that significant project/ systerm modifications have been appropriately evaluated for
privacy-refated impacts.

9.a Since the last PIA submitted, have any significant changes been made to the system that
might impact the privacy of people whose information is retained on project systems? (Yes, No,
n/a: first PIA)

No

lf no then proceed fo Sectmn 10 “Chn‘dren s Onhne anacy Profectron Act ”

Converswons when conven‘mg paper—based records to electromc systems

Anonymous to Non-Anonymous - when functions applied to an existing information collection
change anonymous information info information in identifiable form;

Significant Systerm Management Changes - when new uses of an existing IT system, including
application of new technologies, significantly change how information in identifiable form is
managed in the system:

« For example, when an agency employs new relational database technologies or web-based
processing to access multiple data stores; such additions could create a more open environment
and avenues for exposure of data that previously did not exist.

Significant Merging - when agencies adopt or alter business processes so that government
databases holding information in identifiable form are merged, centralized, matched with other
databases or otherwise significantly manipulated:

« For example, when databases are merged to create one central source of information; such a
link may aggregate data in ways that create privacy concerns not previously at issue.

New Public Access - when user-authenticating technology (e.g., password, digital certificate,
biometric) is newly applied to an electronic information system accessed by members of the
public;

Commercial Sources - when agencies systematically incorporate into existing information
systems databases of information in identifiable form purchased or obtalned from commercial or
public sources. (Merely querying such a source on an ad hoc basis using existing technology
does not trigger the PIA requirement);

New Interagency Uses - when agencies work together on shared functions involving significant
new uses or exchanges of information in identifiable form, such as the cross-cutting E-
Government initiatives; in such cases, the lead agency should prepare the PIA;




internal Flow or Collection - when alteration of a business process results in significant new uses
or disclosures of information or incorporation into the system of additional items of information in
identifiable form:

* For example, agencies that participate in E-Gov initiatives could see major changes in how they
conduct business internally or collect information, as a result of new business processes or E-
Gov requirements. In most cases the focus will be on infegration of common processes and
supporting data. Any busingss change that results in substantial new requirements for information
in identifiable form could warrant examination of privacy issues.

Alteration in Character of Data - when new information in identifiable form added tc a collection
raises the risks to personal privacy (for example, the addition of health or financial information);

List All Major Project/System | State Justification for
Modification(s) Madification(s)

*Condcisely
describe:

Modification
Approver

Date

* The effect of the modification on the privacy of collected personal information

* How any adverse effects on the privacy of collected information were mitigated.

SECTION INCOMPLETE

SECTION COMPLEI'E

1 have completed- and- reviewed my responses in this section.

L2

NOTE:

then select "Yes" and submit again.

If you are resubmitting your updates, first select "NO Value" from the dropdown and submit and

'Sem_on Update Date

Section 9 Review:

PRIVACY SERVICE SECTION REVIEW AND APPROVAL

‘The Privacy Service has not reviewed this section.

The Prwacy Service has reviewed this section Please make the modlf‘ catlans described below.

The anacy Ser\nce has reviewed and approved the responses in this section.

* &

NOTE:

and submnt

If you are resubmitting your REVIEW or nc YO already have an YES, then first select "NO Valug"

and then select "Yes" and submtt agaln




m 07/29/08 |

Section Review Date - A —|

PRIVACY SERVICE COMMENTS: (Include reviewers Name and Contact)

10. CHILDREN'S ONLINE PRIVACY PROTECTION ACT
10.a) Will information be collected through the Internet from children under age 137

No.

If “No” then SKIP to Sectton 11, "PIA Consrderat:ons A

10 b) How w;ﬂ parental or guardian approval be obtamed

ADDITIONAL INFORMATION: (Provide any necessary clarifying information or additional
explanation for this section.)

SECTION INCOMPLETE

X SECTION COMPLETED

1 have completed and reviewed.my responses in this_section.

** | NOTE: | If you are resubmitting your updates, first select "NO Value" from. the dropdown and submit and
then select "Yes and submlt agam -

| Section Update Date

Section 10 Review:

PRIVACY SERVICE SECTION REVIEW AND APPROVAL

The Privacy Service has not reviewed this section.

The Prtvacy Servu:e has rewewed th15 section. Please make the modifications described helow.

The Privacy Sennce has rewewed and approved the responses in this section.

** | NOTE: | If you are resubmittmg your REVIEW or |f you already have an YES,; then first select "NO Value®
and submit )
and then select "Y&G" and submit again.
07/29/08 | Section Review Date

PRIVACY SERVICE COMMENTS:; (Include reviewers Name and Contact)




11. PIA Assessment

11a) Identify what choices were made regarding the project/system or collection of information as
a result of performing the PIA. Examples of choices made include reconsideration of: collection
source, collection methods, controls fo mitigate misuse of information, provision of consent and
privacy notice, and securily controls.

| vistA is a steady state project and is governed by existing policies and procedures. |

11b) What auditing measures and technical safeguards dre in place to prevent misuse of data?

N/A

11c) Availabifity assessment: If the data being colfected is not available to process for any reason
what will the potential impact be upon the system or organization?

X 1The potentlal lmpact is high if the loss of avallab:hty could be expected to have
a severe or catastroph:c adverse effect on operat:ons assets, or individuals.

The potentual impact is moderate if the loss of availability could be expected to
have a serious adverse effect on operations, assets, or md:vnduals

The potentlal impact is low if the loss of availability could be expected to have
a limited adverse: effect on orgamzatlonal operatlons organizational assets, or
individuals.

11d) integrity assessment: If the data being collected has been Vcorrupteo‘ for any reason what will
the polential impact be upon the system or organization?

X |The potentlal lmpact is hlgh if the loss of mtegrlty could be expected to have a
severe or catastrophic adverse effect on operations, assets, or individuals.

The potential impact is moderate if the loss of integrity could be expected to
have a serious adverse effecton operatmns, assets, or mdlwduals

The potential impact is low if the loss. of integrity could be expected to have a
limited adverse effect on organizational operations, organizational assets, or
individuals.

11e) Confidentiality assessment: If the data being collected has been shared with unauthorized
individuals what will the potential impact be upon the system or organization?

The potential impact is high if the loss of confidentiality could be expected to
have a severe or catastrophic adverse effect on operations, assets, or
individuals.

x | The potential impact is moderate if the foss of confi deetlallty could be
expected to have a serious adverse effect on operations, assets, or
mdlwduals

The potentlal impact is low if the loss of conﬁdentlallty could be expected to
have a limited adverse effect on organizational operations, organizational
assets, or individuals.

11f) What was the highest impact from questions 11c, 11d, and 11e?

High

11g) What conirols are being considered for this impact level?

No additional controls at this time.

ADDITIONAL INFORMATION: (Provide any necessary clarifying informatiqn or additional




explanation for this section.)

None

SECTION INCOMPLETE

X SECTION COMPLETED

I have completed and reviewed my responses in thié section.

** | NOTE: If you are resubmitting your updates, fi f‘ rst select "NO Value" from the dropdown and submit and
then select “Yes“ and submit agam _

Section Update Date

Section 11 Review:

PRIVACY SERVICE SECTION REVIEW AND APPROVAL

The Prwacy Service has not rewewed this section,

The anacy Serwce has rewewed thlS section. Please make the modifications described below.

X The Privacy Servlce has rewewed and approved the responses in this section,

*x | NOTE: If you are resubmlttlng your REVIEW or |f you already have an YES then first select "NO Value" and
submit

and then .se1ect "Yes" and 'submit again.

Section Review Date

PRIVACY SERVICE COMMENTS: (Inciude reviewers Name and Contact)

12, PUBLIC AVAILABILITY

The Electronic Government Act of 2002 requires that VA make this PIA available to the public.
This section is intended to provide documented assurance that the PIA is reviewed for any
potentially sensitive information that should be removed from the version of the PIA that is made
available to the public.

The following guidance is excerpted from M-03-22, "OMB Guidance for Implementing the Privacy
Provisions of the E-Government Act of 2002,” Section 1.C.3, “Review and Publication™ i,
Agencies must ensure that the PIA document and, if prepared, summary, are made publicly
available (consistent with executive branch policy on the release of information about systems for
which funding is proposed).

1. Agencies may determine to not make the PIA document or summary publicly available to the
extent that publication would raise securily concerns, reveal classified (i.e., national security)
information or sensitive information (e.g., potentially damaging to a national interest, law
enforcement effort or compelitive business interesf) contained in an assessment9. Such




information shall be protected and handled consistent with the Freedam of Information Act
(FOIA).

2. Agencies should not include information in identifiable form in their privacy impact
assessments, as there is no need for the PIA to include such information. Thus, agencies may
not seek to avoid making the PIA publicly available on these grounds.

12.a) Does this PIA contain any sensitive information that could cause harm to the Department of
Veterans Affairs or any parly if disclosed to the public?

No
12.b) If yes, specify:
N/A

ADDITIONAL INFORMATION: (Provide any necessary clarifying information or additional
explanation for this section.)

None

SECTION INCOMPLETE

X SECTION COMPLETED -

1 have completed and reviewed m'y responses in this séctidn

*% | NOTE: If you aré resubmitting your updates, farst seleét "NO Value" frorn the dropdown and Submlt and
then select "Yes" and submit agam

Section Update Date

Section 12 Review:

PRIVACY SERVICE SECTION REVIEW AND APPROVAL

| The Privacy Service has nol:_.révi_ewed this section.

The Privacy Service has reviewed this section. Please 'make the-rﬁodifications d&scn‘bed'be!ow.

x The Pmracy Service has remewed and approved the r&sponses In th|s section.

** | NOTE: | If you are resubm|ttsng your REVIEW or |f you already have an YES, then fil'St select "NO Value" and
submit

and then select "Yes" and subrmt again,

'Section Revlew Date

PRIVACY SERVICE COMMENTS: (Include reviewers Name and Contact)

| 13. ACCEPTANCE OF RESPONSIBILITY AND ACKNOWLEDGEMENT OF ACCOUNTABILITY: j



13.1) I have carefully reviewed the responses to each of the questions in this PIA. I am
responsible for funding and procuring, developing, and integrating privacy and security controls
into the project. | understand that integrating privacy and security considerations into the project
may affect the development time and cost of this project and must be planned for accordingly. |
will ensure that VA privacy and information security policies, guidelines, and procedures are
followed in the development, integration, and, if applicable, the operation and maintenance of this
application.

Yes

13.2) Project Manager/Owner Name and Date (mm/dd/yyyy)

Joseph Clar, Information Security Officer — July 29, 2008 Qn oﬂ\ @\_.

ADDITIONAL INFORMATION: (Provide any necessary clarifying i )ormat:on or additional
explanation for this section.) i

None

SECTION INCOMPLETE

X SECTION COMPLETED

i have compieted and re\rlewed my responses in this section.

** | NOTE: | If you are resubmtttlng your updates, ﬁrst select "NO Value® from the dropdown ang submit and
then select "Yes" and-submit again.

Section Update Date

Section 13 Review:

PRIVACY SERVICE SECTION REVIEW AND APPROVAL

The Privacy Serwce has not rewewed thns section.

The Privacy Service has reviewed this sé_ction.. Please make the madifications described below.

X The Privacy Sérvic’e hés rev"i'ew'ed and épproved the responses in this section.

** | NOTE: | If you- are resubmnttmg YOUF REVIEW or if you already have an YES then f’rst selact “NO Value™ and
' submlt

and then seiect “Yes" and suhmlt agam

'Section Review Date

PRIVACY SERVICE COMMENTS: (include reviewers Name and Contact)




